
MIT 6.888 Secure Hardware Design Spring 2022 
Joseph Ravichandran



What could possibly go wrong?
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Address Space
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Branch Predictor
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Caching Policy

Tag Address of Line

Value Contents of Line

Valid/ Taint
0 = invalid 
1 = RAM 

2 = safe ROM

2-Way Fully Associative



Instruction Encoding



Memory Instructions

movf rd, imm8 rd <- ram[imm8]

movt rs, imm8 ram[imm8] <- rs1

movfs rd, imm8 rd <- secure rom[imm8]

movfi rd, rs1, imm8 rd <- ram[rs1 + imm8]

movfsi rd, rs1, imm8 rd <- secure rom[rs1 + imm8]

movfu rd, imm8 rd <- imm8 (no caching!)

flush Flush the cache



Arithmetic Instructions

add rd, rs1, rs2 rd <- rs1 + rs2

sub rd, rs1, rs2 rd <- rs1 - rs2

inc rd rd <- rd + 1

rdtm rd rd <- timer



Control Flow Instructions
jgt target rs1, rs2 pc <- target if rs1 > rs2

jeq target, rs1, rs2 pc <- target if rs1 == rs2

jmp imm8 pc <- imm8



System Instructions
ent Enter emode if r0 == key

ext Exit emode



rasm: Our Custom Assembler



input.asm

Your first SFC Program









demo_cache.asm

How to time the cache in SFC









Demo



Commands

make Rebuild the SFC machine

./build.sh Assemble input.asm with rasm,

store result in ram.hex

./nco Execute the SFC machine



Your Turn!

Find a speculative execution bug in SFC


by reverse engineering the Verilog.


See if you can use it to bypass the cache access domain policy and 
speculatively load from secure ROM!


