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PortSmash

is a novel side-channel analysis technique that targets the shared execution 
units in Simultaneous Multithreading (SMT) architectures by monitoring the 

port usage footprint of the secret data dependent execution flows.



Side-Channel Attacks

Side-Channel attacks attempt measuring or exploiting indirect effects of the system 

or its hardware.



Simultaneous Multithreading (SMT)

● Each physical core is divided into multiple logical cores, allowing multiple threads 

to execute simultaneously on the same physical core. 

● Logical cores share various hardware resources, including ports to the execution 

units.

Hyper-Threading (HT)

● Intel's proprietary simultaneous multithreading (SMT) implementation used to 

improve parallelization of computations performed on x86 microprocessors.



Hyper-Threading



“Researchers knew that resource sharing leads to resource
contention, and it took a remarkably short time to notice
that contention introduces timing variations during execution,
which can be used as a covert channel, and as a side-channel.”

- A. C. Aldaya et al.





Covert Shotgun

An automated framework to find SMT covert channels.

1. Enumerate all instruction pairs in the ISA.

2. Duplicate each instruction a few times.

3. Run each instruction block in parallel on the same physical core but separate 

logical cores.

4. Measure the clock-cycle performance.

5. Analyze the resulting table for timing discrepancies.

6. Identify potential covert channels based on timing discrepancies.



Covert Shotgun Open Questions

“Another interesting project would be identifying [subsystems] which are being 

congested by specific instructions”

“it would be interesting to investigate to what extent these covert channels extend 
to spying”









The PORTSMASH technique with multiple build-time port 
configurations P1, P5, and P0156.

Victim with port footprint at port 1 and port 5. 



The PORTSMASH technique with multiple build-time port 
configurations P1, P5, and P0156.

Victim with port footprint at port 1 and port 5. 



The PORTSMASH technique with multiple build-time port 
configurations P1, P5, and P0156.

Victim with port footprint at port 1 and port 5. 



The PORTSMASH technique with multiple build-time port 
configurations P1, P5, and P0156.

Victim with port footprint at port 1 and port 5. 



The PORTSMASH technique with multiple build-time port 
configurations P1, P5, and P0156.

Victim with port footprint at port 1 and port 5. 



is a type of elliptic curve cryptography that uses a prime field of size 384 bits. 

At the time of writing the paper, P-384 was the only compliant ECC option 
for Secret and Top Secret levels as approved by the NSA. 

During OpenSSL P-384 ECDSA signature generation, PortSmash can 

measure the timing variations due to port contention.

P-384



Real World Example

PortSmash allows to implement an end-to-end P-384 private key recovery attack. 

The attack has three phases:

1. Procurement phase: the attack targets a stunnel TLS server with a P-384 

certificate, measuring port contention with a Spy while the server produces 

ECDSA signatures.

2. Signal processing phase: the collected traces are filtered to obtain partial 

ECDSA nonce information for each digital signature.

3. Key recovery phase: the partial nonce information is used in a lattice attack to 

fully recover the server's P-384 private key.



Mitigations?

seclists.org/oss-sec/2018/q4/123
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Mitigations?

github.com/openssl/openssl/pull/7593



Conclusion

● SMT architectures create vulnerabilities via port contention, allowing attackers 

to extract sensitive information from victims.

● The PortSmash technique features properties like high adaptability through 

various configurations, very fine spatial granularity, high portability, and 

minimal prerequisites.

● It is a practical attack vector with a real-world end-to-end attack against a TLS 

server, successfully recovering an ECDSA P-384 secret key.



Discussion

Similarity:

How does instruction block X affects 

the latency of instruction block Y.

Similarity:

How does some eviction operation 

that change s the cache state, X, affect 

the cache line Y.

Difference:

Instruction block X and Y should 

happen in parallel.

Difference:

Operation X and the access to line Y do 

not need to happen sequentially.
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● crc32: Performs a cyclic redundancy check (CRC) on a 
specified data stream. Useful in error detection and 
correction, and data verification applications.

● popcnt: Counts the number of 1 bits in a data stream. 
Used in algorithms involving bit manipulation or 
searching, in optimization of programs that require 
counting or accumulation of data.

● vpermd: Performs a vector permute operation on the 
source and destination operands. Useful in 
applications that require reordering of data, such as 
multimedia processing or data compression.

● vpbroadcastb: Broadcasts a byte-sized value to all 
elements of a vector. Used in applications that require 
initialization of vector data or constant propagation.
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