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Key observation

 



Importance

•Power side channel attacks are powerful, but it’s also not hard to 
block attackers’ access to those information.

•The constant-time programming does not take CPU frequency into 
account.



Power side channel

 



HD effect

Input: 
• rax = 0 <= COUNT <= 16
• rcx = 0x0000FFFFFFFF0000



HW effect

Input: 
• LSB: LEFT = RIGHT = 0b00000111111
• MSB: LEFT=RIGHT = 0b11111000000



HW effect

Input: 
• LEFT = RIGHT = 0x????00????
• LEFT = RIGHT = 0x????FF????

Note: this effect (0.12W/byte) 
is small compared to HW 
(1.11W/byte)



HW effect

Input: 
• LEFT = RIGHT = 0x01010101
• LEFT = RIGHT = 0x03030303 …



Additivity of HW and HD

Input: 
• A: FIRST = 0x000000000000FFFF
• B: FIRST = 0xFFFF000000000000
• C: FIRST = 0x00000000FFFFFFFF
• D: FIRST = 0xFFFFFFFF00000000



Summary

In our model, three things can change the power consumption and the 
CPU frequency:

• Hamming Distance
• Hamming Weight
• Position of 1 (not that significant)



Attacks

• Chosen Ciphertext Attack on SIKE
• recover server’s secret key through triggering and observing anomalous 

0s 
• Attacker provides malicious P, Q
• Server calculates P + [m]Q using Montgomery ladder
• Server performs a few more steps, and then sanity check
• In some case, P + [m]Q will results in (0, 0) (because of attacker’s invalid 

input) which lowers the power consumption.
• Kernel ASLR break

• Using the power consumption difference when prefetching 
mapped/unmapped address



Mitigations

• Disable DVFS 
• Turbo Boost, SpeedStep or Hardware Controlled Performance 

States(HWP) from BIOS
• Modify Cryptosystem

• masking/blinding to limit individual operad leakage



Discussion




