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T ammed computer

This means that the system is executing

1y several

' #nt computations. The key word here is "independent". It is

#nt that we have a p;e;isg-notioﬁgof'what we mean when we speak of
lﬁée among cp;putations.. This memo will explain a particular
_t.tuﬁard the concept of independaﬁce and explore some of the

_iﬁas to which we are 1ed.when we adoPE this viewpoint.

his memo will consider onlj.totally independent computé;ious, that is,

ations which do not communicate with one another at all. The structuré

mics of communicating computations will be treated in a subsequent

f8 2 multiprogrimmed system the various physical entities of the

e, at_any ihstant, assigged among several independent computations.

mple, one computation might have assigned to it a processor, a
of core memory registers, a tape drive, a printer, and several
k. on a drum.

‘%he following four aspects of independence have been discussed in the

gture and elsewhere. v

X, A computation must not write into an independent computation.

»

A computation must not be written inte by an independdnt
computation.
3 A computations must not read an independent computations.

%. A computation must not be read by an independent computation.
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1. A computation must not alter any physical entity assigned to

an independent computation.

2,-_A_ccm§utation must not have any of the physical entities
assigned tp it altered by an independent computation.

3: A computation must not alter any of the physical entities
aaségned to it as a function of the state of physical entities
assigned to an independent computation.

4.. ‘The state of a computation®s physical entities must not be
.psgd by an independent computation to alter the latter computa-
tion's physical entities.

;éﬁﬁ#iéf examination of these four points reveals that, in a system

1ﬁ§épendent computations are treated uniformly and symmetrically,
_gffiand 2 are equivalent, and points 3 and &4 are equivalent. Hence,

ﬁ!& é@iii;have only two distinct aspects to the problem of total independence

ﬁlgf?égputations, namely those aspects given in points 1 and 3 above.
There is no doubt that point 1 ought to be included in any formal

ition of the concept of independence. However, there has been some

pt of independence. If point 3 were omitted, then an undebugged'

_ﬁthfion which happened to read an independent computation could not

-ﬁﬂiaﬁpﬁntad'on to produce the same results when executed again and again
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. tHe same input data. One important difficulty with this situation

pointed out by Prof. Corbato, namely that such behavior appears
| 5iike transient hardware failure to the user and is extremely
Blt to diagnose. This is not the only difficulty with the omission
t33; however. 1In practice, it is impossible to determine if a
ﬁPig_cpmpletely free of bugs. Therefore, in practice, if point 3

hitted, no computation could be counted on to produce repeatable

b-is-an-essential property of digital computations thaqvbarring

.?f#ilure, the output of a computation ought to be salely a function

n@ﬁt‘tq that computation, and of the initial state of the physical

“assigned to that computation. This property is so important that

_.givé_it a name: the repeatabléipyopeeperty.
‘gﬁ“cfder to guarantee the repeatability property to the computations
i;iprog:ammed‘system, we must include point 3 in the concept of
lénce. The adoption of point 3 means also that the state of one

‘ tion is kept secure from access by independent computations. This

¢ 1s important in some applications of time-sharing.

Qféuﬂnhanism,for Achieving Independence among Computations

A. Restrictions on Processors

‘3@t us now examine the mechanism by which a computation can alter or

i the state of a physical entity. Let us assume that the system consists

;”vé;'more physical devices called processors, and that no physical entity
ui*;ystem carn be altered or sensed except as a result of the action of

850r. That is, a processor can perform altering and sensing operaticns.
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'ff!ii;;iﬁﬂlor it can initiate these operations in other devices.

ﬁ?ﬁéfvthis assumption the statement that a computation alters or

““~a:§hysica1 entity means that a processor executing an instruction

af@;of that computation causes that physical entity to be altered

“ﬂﬁ;h@d previcusly seen that in order for two computations to be

§pendent, each must be restricted in the set of physical entities which
‘alter or sense. We now have transformed the problem of restricting a
'ién;into the problem of restricting a processor. That is, in a

rammed computer system, which can concurrently execute independent

"_7_§i_i§§s, each processor must be restricted in the set of physical
*éf,the system which it can alter or sense;;aliééhitsea w#hivhich
'épééésor is restricted is just the set which is assigned to the
Jgﬁidﬁ whose instruction sequence that processor is executing.

B. logical Entities

i;}is desireable to digress slightly at this point in order to introduce

h'gﬁﬁiaiﬁ"the distinctioﬁ between logical and physical entities. From time

;;ﬁ@’and for various reasons, the system reallocates physical entities to
;diffefent purposes. This reallocation is carried on asynchronously
) ;;jiggpect to the computations using the entities being reallocated. So that
'M‘ﬁiagtruction words and other logical entities of a computation need net
‘iﬁﬁjﬁﬁif&ed when such a reallocation takes pléce, a physical system device,

_%gévthe name-address map, is interposed between a computation and the

p¥sical entities that it must ultimately alter or sense. The computation
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Wi behaves as if it is altering or sensing logical entities whose

"ftiQns, or names, are in variant under the above-mentioned

: “tidh. When a computation wishes to alter or sense a Iogical entity,
‘;éad&feés'map determines which physical entity currently enbodies
‘érenced logical entity, and the System'ac§£ally alters or senses
ysical entity thus found. Examples of logical entities are

' f6r§s andﬂlogicai tape drives. The corresponding physical entities
>fxy'registers and physical tape drives.

: to' this point we have talked about retricting computatiens, and hence
1q£§,.tc'physica1 entities. We can now, without contradicting what
' §?gv;ousiy said, talk about restricting computations and processors
ug#lﬁentities as well as physical entities. This change is simply a
“ﬁki convenience rather than a basic alteration of concepts, since

-

ity through the

£. Processes

Lﬂ?'nawfwish to define the concept of a process. Consider first an

;:tian'sequence, which is a set of instructions. Each of these

>tions specifies an ordered set of actionms to be performed upon
';flﬁor physical entities. In addition, each instruction specifies a
ff?ossible successor imstructions. When an instruction is emecuted,

than one member of its set of possible successor instructions is

#eh to be the next instruction to be executed, on the basis of the state
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#¥ the computation at the time of execution. If the successor set of an

griiction is empty, or if no next instruction is chosen during its
@#Eution, then that instruction is said to be a process~terminating or
instruction. Every instruction sequence has exactly one first or
,aigstruction.
féyg¥ocess is defined to be a site of execution within an instruction

{fé; For a more vivid understanding of this definition, consider that

iﬁg;ﬁkttuction sequence can be depicted in terms of a graph, or flow~charty,

”i‘ih"ﬁiemplified in Figure 1. Here the nodes denote instructions, and
'“:te-symbolize both a series of actions as well as a successor decision.

aches leading from a node link the node to all of its possible successors.

riig§¥ggﬁions of the sequence.

“As'the instruction sequence of Figure 1 is executed by a processor, we

¥ are executed, successive nodes become lighted, in the manner of an animated

rical sign. After watching the lights go on and off for a while, we begin

“”_Qﬁiﬁeive that something is moving through the graph, lighting lights as it goes.

3 gg:hgps we perceive that there is only one light and that this light is itself

“fi;ﬂ$ tthugh the graph. In any case, this something that moves through an
ﬁ:fiion sequence we choose to call a process.

The problem of defining a process is similar to the Problem a physicist

fg#s when he attempts to define the notion of a wave. Clearly something moves,

et everything tangible stays in one place ($n the aversigelte of interest).
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Figure 1. An instruction seq uence, which is being traversed by one process.

computation

sphere

capability
action

logical or
physical
entity

process

Figure 2. A computation.
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The following questions can now be asked: "Why introduce the idea of a

¥oeess? Why not say that it is a processor which is moving through the

imstruction sequence?" The answer to this question is that there is
”§§fi?fbitionship between the number of proceéssors in the system, and the

per of processes that are active in the system at any instant. It is

Fue that a process does not advance through a sequence except through
kh# functioning of a processor. But a processor can temporarily suspend
s functioning y suspend

#PPocess in order to advance some other process. In this case, the

!f; ﬁﬁﬁdéﬂ,process sits motionless in its sequence, with its light still on,

;?@fitfwere. In fact, in a multiprogrammed system, one of the principal

x#. of the system is to schedule the available processors among the processes

“:;ﬁﬁ.giéhuted.

D. Restrictions on Processes

We haye assumed that we can place restrictions on computations by

'ing_téstrictions on processors. Let us now assume that restrictions

# actually placed on processes, and that a processor always observes
37f§3trictions of the process that it is executing. Under these circum-
‘ ‘\i;, we can discuss the problems of changing the restrictions on

q”fbtations by considering only the problems of changing the restrictions

j;jptacesses. We thus avoid considering such irrelevant detdils as the

of processors in the system, and the manmer in which they are

matated among the processes to be executed.

E. Spheres and Computations

In order to discuss process restrictions in a more succinct and

Mbmeise way, we introduce the concept of a sphere of protection,

§§igh is often called simply a sphere. A sphere is a set of capabilities
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§§5§i§§biiity is a set consisting of a physical or logical entity, and an

#&Eion which can be performed on that entity. The existence of a

ppbility within a sphere means that a process asseciated with that

can carry out the action of that capability on its physical or

f{:;g§1 éptity. The following are examples of capabilities: (1) the

l1ity to access a certain segment for reading only, (2) the ability to
Mgansfer control to a certain relative name within a certain segment.

'gﬁg”ability to type a character on a certain logical teletype, and

the ability to place new capabilities within a certain sphbre,
We now are in a position to formally define a computation. A

WpLtation is a set which consists of a number of processes, and a sphere,

:’é;e of a computation contains only the capabilities which the system
 1-§he processes of that computation to have. Figure 2 ghows the set
ff‘?ﬁre of a typical computation. A process is a member of only one
ﬁ:ation, and likewise a sphere is a member of only one computation.
iggﬁjhéte*is associated with each process. This sphere is the sphere
§i§§ﬁging_to the computation of which that process is a member.

F. Mechanizing Spheres

In order to achieve independence among computations, the system

';:g,-each time a process attempts to alter §e sense an entity, ask,

this process do this?" 1In order to answer this question the system

u,*ﬂ#tﬂrmine if the required capability is in the pphere associated

Mith that particular process. If it is, then the system can perform the

ested action. If it is not, an exceptional condition exists which

Qﬂﬁjﬁﬁf;ome executive process outside of the current computation to be

- All of this means that the system must have available to it
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ption describing the contents of the spheres that exist in the

éf:ﬂgﬁggking-of'ptcCgsg actions that was mentioned above can be

P #ystem hardware; or by a supervisory program. CTSS uses ‘both

Memory references are checked using an adder and a boundiy

5 1/0 reqpests are checkéd by the supervisor program.
#4e the system must be able to ascertain which sphere should

d to perform a check, theféumusx'be associated with each

g depignator called a sphere number, which identifies the

i ﬁf‘ﬁﬁe process.

vf%fck on a. process' actions invoke§am examination of the

2. For example, a boundry register can be loaded from
¢ontained in a pphere, and subsequent memory reférences can
lly invoke a check using this boundry register. The bbundry
“i§$ then a kind of look-aside for the sphere. A boundry register

H: an extraction of certain information contained in the
“ i* the capabihty from which the boundry register was loaded
pently changed, the boundry register must be reloaded or

@ #5 having illegal contents.




