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INTRODUCTION

When one raads i the literatura in an ﬁttaﬁpt to learn about Protected
Service Routines (PSR for shozt); he finds that over a period of several
years the idess about theam have -evalved little, despite the faet that
other ideas have evolved freely. One wonders why a notion which is
éi#imed to be fundamental has so many specialized provisions made for it.
Then one ask@s "Just what {s going on here?” In thia'paper we attempt
to answer this question. We wieh to raise nerious doubts concerning the
fundamentality of the notion of '"Protected Zntry Points" [4). We wish
to show that the.real problea is that of Ianterpphare Communication and by
solving it we may dispenmse with “Protected Entry Points" ggg_gg¢ We start
by discussing Spheres of Protection; then we give a survery of the ideas
up to the present tims on “Protected Eutry"; then we introduce and discuss
the notiom of interdata commmication, offered as an alternative to inéer-
procass communication; then we propose some mnta-instruc;tons tolinplemant
the ideas; finally we show how & Service Routine might act in such an
epvironmanq. Because we suggest that data be communicated, a Service Routine
will always exigt in an autonomous Sphere of Protaction, with no posaibility 

of "unauthorized entry™ by other processei. Hence we will use the term

"Service Routine" rather than “Protected Service Raoutine".
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SPHERELS OF PROYECTION

A computation must be denied secess to any data objects it 19.'n'-.uthorized
to use. It is useful to think of a computation as being confined v a Spherae
of Px:otict:lon. vhose boundaries ate defined by a List of Capabili i:s, or
C-list [4). A capability may be a segment reference capability, # procass
control capability, or a directory capgbility. [We will introdie? a
conmunication cﬁpabilil:y later.] A Sphere of Protection is crcsced by

- snother Sphere, end is said to be inferior to its creator. Tere is
one Sphere with no superior, ealled the Master Sphere; it ha: supreme
authority over the entire hierarchy of computations inm a Mu riprogrammed
Computer System {MCS). A major reason for thinking of a t.:rn;mt:ation"z:
Sphere of Protection being created by another computation i+ progrem
testing {4). For example, a program under test may have : have access
to & user’s permanent objects and praviously cheeked-out procedures;
since it is likely to be faulty, it is desirable to pro'ect I.:hosa
objects from unintentional use ‘cr desl:ruction_ by the program being
debuggad,

There are other reasoné for thinking of a hierar:liy of cowputations.
A particularly important one is that of _ga;gx_g.m It o important that
every computation have a unique name if i.ntefsphere communication is to
ba pessible. A hierarchical atrucﬁure ia; like a family tree, ideal for
specifying unique némea: every branch can be uniquily labélled. Wa would
like to point out that ﬁhe name structure imposed by a file directory system

{3,4) 1s ideal for naming computations. One can Chink of a c@:nputa:ion as
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mist be protected from cacastrophic failure if the Service Routine is faulty.

Ihe Service Routine canmnot operate in any sphere inferior to any of the
compuﬁa:ion it serves, bacause that computation would have complete jurisdic-
tion over the routine, and could, for example, delats it. Naicher can the
Service Routine operate in a sphere superior to any of the computations it
serves, becﬁuse a malfunction within {teelf might destroy the computations
it serves. The Service Routine must tharefofe operate in an exterior epheré=
That is, it must be autonomoua, and nefither superior nor inferior to any
computation 1£ servas. | |

:Dennis, {n an earlier paper [l], pofnted out that special action wmust be
taken for ontaving a Protacted Seyvice Routina. He spoke of "spheve entry™
in the sense of the familiar subroutine entfy of single-process computctions.
Entry was accomplished by an “enter‘sphere“ meta~-instruction, which essentially
diverted the process from whatever it was doing, send it oun a detour thzough
the oode of the PSR; control came back to the ecaller by means of "sphere return®.
The conoept was that of a Elow af control ~- a process left its own spehre and
orosged the houndary into that of the PSR, where it performed its function, and
réturnadr

In a recent paper Dennis and Van Horn [4] again ¢onsidered the problem,
this time cailing it a problem of "Protected Entry Points™. Now the concept
was generalizﬁd and refined. At 1tks initi{ation tha PSR would wake available
to intereeted computation, via the Supervisor, the capabllity to enter it
at one or more s¢iected entry points. Subscribing computations would then

copy this entry capability into their own G-1ists. When a process attempted
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s the PSR {(at the sntry point) and s
st € up interloeks so that Jusi briore it quit i¢ reini Staited its wiredesgssor.

“he eprvation is illusirated in Figure 2. I e .@por st Lo nole cLsi (oo

votien ol satry is stikl a £lou of eoutrol concsye, even thouash Lis serviee
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THE 'PLOW OF DATA' CONCRPT

In all the previous thinking sbout an MCS, a process has been thought of
as a "flow of control”. In faet Dennis and Yan Horu [&] have definad a Process
as "...a locus of comtrol within an instruotion saquence. That is, a process is
an abstract entity wihich moves through the instructions of a procedure as the
procedure is executed by a processor.” One may think of the history of a
computation as being defined by 'where the comtrol has been'. But one may
&lso thiak of the histéry of a computation as being defined by the.sequence
of values taken on by all the operands within a computation. This leads us
to the "flow of data' concept.

As an exsmple of what ig meant by "flow of data', consider the equation
Y={(Ax B) 4 C. We are usad to programming this as

ClA A
MUL B

ADBD C

ST Y

1f we wished to emphasize the role that the data A, B, and C play in computing

the data ¥, we could think in the terms illustrated in Figure 3. When the value
of A is defined Qfor examplé, it i;'read into the operand, or it changes value)}
that data A is said tc bPe available. When A or B or both are gvailable,. the
multiplicgtion device makes the product Z available at its output. Whenever

C or Z or both are available, the gdditipn device produces the value Y. At gome

lster time new values of A, B, or C might become available, and produce a new

" value of Y. Thers are two important points to observa: (1) it is the asynchronous

availability of new date values that triggers a change in the natwork, and the

propagetion of this change can be thought of as data flow; {2} the computation
can be defined by 8 sequence of values of the da:a,'and large amounts of time

might pass between such changes.
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Notice that the notion of contrel fiow is impliciﬁ here in the data flow idss
because execution cycles must have effacted the chinges in operand values. Thae
notion of data flow, on the other.hand, is implicit in that of eountrol Flow
becauge changes in opsrané values affected tha execution of processes. the
two éoﬁcepta are as intimately related as the "time" and "frequency” dowmsins
of linear system theory.

We might emphasize the duality between the control flow idea and the
data flow idega. COCne normally{thinks of the "state of a processor" as being
~ glven by the contents of its zegisters -- tha state word. A state word can be-
thought of &s a snapshot of the statusz of execution of a program. But a
state word is an operand. The value of the operand named '‘State Word' and
the value of the data and procedure segments (which are also operande), togechef
with the order e¢ode of the computer affect their own next values. This idea
is illustrated in Pigure 4.

It is now time to ek ourselves what we wesn by a process. Is a process
a "locus of control” [4]? Apparently not, for we can also think of it as the
propagation of a wavefront of changing data through a network. Fe.s process then
8 "locus of data change'"? Appsrently not, else the ides of control flow would
never have evolved. We propose that a process be considered a locus of cause
&nd gffect. 1In our new terms, theq, a process is said to be yuanning if its
state word is loaded in a processor, co that changes are ocecurring in some
region of the computstion to which it belongs (that is, a processor ic carryihg
out data changes); ready if it ic in z queue avaiting the attention of a processor:

blocked 1{f it 4z in & period of indefinite duration, waiting for the availability
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-~ availebility of data from either the outside world or zpother procese. t
Ncw we can point oub that Intersphere Communication aced ot be

accompanied by a transfer of cocatrol, but only by a tramsfer of datsx.

Communication eccurs between the data, not the processes. "Communication

between data” means that communication is to be accomplished, ac least

conceptually, by one computation eifectively “thrusting the dsta iato the

 face" of ancther. Thus being jarred, the recipient computation takes

action on the mesgage so abruptily received. It is the arrivzl of ihe dgta

that caupes action 1o the veqeiver to teke pliace, nol a process eatering

in®o the veciplient computation and "pulling the message in after it."

In particular the "Protected Extry Polist” is‘unnecessary. 411 that is

aecestary 16 an authorizsd flew of dara between the gervice routime and

the cxlling compﬁtatibn.
To provide for execution of the procédure code ¢f the service - }

routine, we may think of z caretaker process, permsnently housed within

the Sphzie of Protection of the service routine. The caretaker PrOCESS
remeins suspended until a2 plece of data from cutside it ig available;
this triggern_the process, which then performs its service. Fizure 5
illustrates. It is interesting that this notion of a careteker process
has two important coasequences., (1) Each ifo function is contrelled by
- gxactly one caretsker, which is well-Lehaved, and wnich by virtue of the
;ggg need never divert artention from its vigil for new data. (2) A quene
of the ferked state words might form, blocked from completing a commuricatice

{more abour this latex).
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If an ifo function eppears to require more than one carecaker, wo

- 1 -
that closer examination of the function carn resolvs 16 loiko wore than ooz

function.

We now turn attention te some mota-Instructions which implemesnt

data communication between cpheres. Thew we will chow how they may be

uged to call Sarvice Routdines.

ANTERSPHERR CQHHBN;CATIGN

In the fallowing naveasranhe we will shpe hew intersphene spmmendcomsion
might be accomplished. The veader will recall ehat we mentfones sarlier
hov every computstion could he uniguely named Dbecause Lt originated in some
file divectory. Due o tieiv iptimate velationship with the file directory
structure, Spheres of Protection cen have communizarion in much the sgae Ty
that fila divactories have links 3], After all, a link ic nothing othg".
than a8 communication capubility {ioa one directory to cuother. Hance the
ideas presented bere can be applied to the problem of file direxto*y linking.

Conceptually we cam think of computations being sub-hierarchies

nanging 1ike fruit on the File Directory Tree*. In particular, the Master
Sphere of the MCS can be thought of as being attached to the Hastexr (or

Yroot" [3,4}) Divectory. When it wishes to communicate outside itself,

a computation must first acquire & communication capabilicy. Then it sets

up & communication variable, which will exist outside all gpheres of pro-

tection (& good place is in the file directory of the owner cooputation) .

W
It is hoped that the reader will excuse the analogy.
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The originating computation cwng the c;omunication variable sud con gand
reading or writing-privilédgen for that variable to other compuraticas.

It cap also relinquish owmership, passing it to ancther computation, oy
giving it up entirely. Thus at most ome compuiation can éwu che coamunication
varisble It none owns it, the varisble will be deleted from existencc Ly

the Supervieor as soon as all outstanding reading end writing privileges

have been exercised. Only one computation at a time has writing privi-

leges All non-owning computations linked to the varizble will be called
pubacribers.

Since ownership mey be passed around, ail data.ccncerning privi-
leges and subscribers must ba kept with the comsuuication variable, and mot
in the C-lists of the subscriber c'mputations. Refer to ?1gu:e # during the
follcwing.discuasion.

The Subscriber List 1s the liset of subscribers permitted by thé
owner. In addition to namiog each‘subacriher and pointing to oue of hin'
G~1liat entries, each éntry in the Subscriber List coatains a W {wrlte permit},
R (read permit), or B (biocked) bit. The owner’s entry in the Hubsoribexr
1.ist contains an inhibit count C, which is the totallof outastanding W or R
privileges. It is incremented by one each time a W or R privilege is eént,
end is decremented by one each time a W or R ﬁrivilese ig either exaercisad or révotad.
The owner's entry also contains a total B-bit count Bc; which is the total

"of the B bits on in the Subscriber List.
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A subscriber's B-bit acts as a flag to sigral that he has attempted to

read or write into the communication variable CV, but did not yet have
the required R or W permission. This allows the Supervisor to detect
that & process 18 to be restarted wvhen it gets a W or R bit. If a
process quits before exercising its privilege, 1ts eatry must be clearad,
and necessary adjustments msde to € and BC. The owner may write into CV
whenever C = 0, spd may read it whénever no W permission is outstanding.
When a computatien decides to estaﬁlish a commnication varizble,
it 1saues_the ﬁeta-instruction
} := establish commumication variable N, 'a’
where j is the index number of the communication capability acquired by this
meta-instruction. The system will make an entry of name N in the owner's

file directory, pointing to the Subscriber list. The name N has been

previously agreed upon by other communication between the computstions, or

by agreement among the Priumcipals. The owner's name (with respsct to the

‘file directory structure) and } are entered as the firat entry in the Subscriber

List; finally there is a pointer in the Subscriber List to the name of the

- communication varidble, CV, (which the System assigns) of the coumunication

variable, a segment of at least 'n' words in length. The owner may now issue
a geries of one or more

£ = DermlE 3. Cumne)
meta-instructions, which makes successive emtries in the Subscriber List
pointed to by capability j. <nm)1a the neme of the designated Subscriber

Computetion. Eventually a baék pointer will be ingerted, pointing to the

-Subscriber C-1igt entry associated with this commmication variable.
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The integer { is the index in the Subscriber List given to the permitted
computation mume . A Bubscriber computation bloclied because its permission
had not yet been granted will be restarted. The

reﬁoke i, s
ARUEEnmCT

h entry frem the Subscriber Liat poimter

- meta-ingtruction deletes the £°
to by owner's capability j, and also removes the coumunication capability

frem the subseriber®e C-list by ueing the back poincer, ﬁgggghg" can not

take effect until the designated subscriber has exercised any outstanding

W or R privilege.

A subscriber issues the meta-instruction
J &= liok commumication N1,N2

where j 1s the index number of the communication cepability acquired by | A
this meta-instruction, N1 is the name of the owner computation, and N2 i{s |
the name in the owmer’s (N1tz) file directory of the pointer to thé Subscriber -
List, i.e., the name of the éommunicaticn variable. The designated Subécriber
List is searched to see if the linking computation's name appears thefa. If

it is present the index mumber i is inserted there to act as a back pofater.

I£ it is not present the process issuing the “link commmnication® mete-
SRS ST iy
. instruction is suspended until the cvmer places the name there. 1If no

Subscriber List named N2 is present in the directory of Nl,an exror conditionm

exits.,



The owner may relinquish cwnerehip by issuing

relinguish 3.k
where § is she index Guwber of a commnication capability for which he

desired to relinquish ownership, and k is &n integer. if k = o owner-

ship goee to on one; if k # 0, ownership passes to the subscriber indexed
by k in the Suﬁscriber List. The old snd the new owner‘s entries in the
Subscriber List are interchanged. It is assumed that the old owner had
made the new owner swaze of his iwpending owmership by a previous commu-
nication. 1f the owper's inhibit count € is non-zero, no action is taken
uncil the count becomes gero. That is, ownership cannot change hands until

all outstanding privileges have been exercised. This implies that "relinquish

3,0" will eventually result in the deletion of the commmmication variable
.from existence, end in the cancellation of all associated communicetion
capabilities. Finally, the pointer to the Subscriber List is tramsferred to
the new owmer’s file directory.

Any non-ovmer may fimd out who is the owner by

N := ggmer §

which piacea the cwnat's hnm§ {the first entry in the Subscriber List pointed
.to by capability }) into N.

Any non-owner may unliok by

unlink communication j
T N R

and the communication capability whogse index numbex is j im his C-list is

deleted, his nsme being removed from the Subscriber List. Xf any of his read
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or write or blocked bits, R, W, or B, i85 one, it is turned off, apd C and
BC are decremented by one accordingly.
There is always a damger that some subscriber computation may

fail to ifssue a "done" and co succeed in blocking further use of ihe

communication variable. A possible solutiocn to this problem would be for the
Supervisor automatically to “revoke” if the comrmnication variable falls
out of the working set of the errant computation, or if some upper limit of

time, to be specified by the owner, haz elapsed.

One final meta-instruction will be extremely useful. Suppoge thap
@ computation bes commuaicatlion through one communication variahle to several
corputacions and wishes to take action Just vhen s message gppears from ary
.. of the subscribers. This would be a means by which & caretaker mn} "senee"
| an input from the outside, The meta-instruction is

L= yair for topur ; |
vhere } {8 a communication capebility, end i ie the first entry in the Sub-
-scriber Liht with the B bit on. This meta-instruction causes the issuing
owaer procezs to wait at this instruction unitil the BC bits become mon-zero;
that i3, uatil a oubscriber has tried to ezercise a privilese it does not
have. & succession of "wajit for input" and "send" mete-instructions could

be used to read and clear the B-bite of the Subscriber Liset.



%
The owner sends a read oi write permission by

. “}1'
BR (el isd

where j is the index aumber of a commumication capability he owms, is is the

index in the Subscriber List, and W or R is the permiesion being granted.
The W or R bit of antry i in thé Subacriber List is turned omn. A Subacriber
may read or write via his capabiiity 3 into‘the cormmication variable sg

1f it were his own segment, according to the permission W or R. When he is

o

done he isgues
doge J

and the W or R bit of hisg entry is turned off, and the owner's inhibit count
C is decreused by one. The owner can send write permission if and only if
C = G, but can send read ovnership permission at will, provided the recipient
has no outstanding ¥ or ¥ privileges., A 333& cannoi take effect until the
rzeipient finishes any previous permission with a done. Rach :ﬁgﬁ increases
C by one, and each gggg decraases it by one. Only when all reads smd writes
are complete will C = Q.

Since all contact with the comrmnication varisble iz made via the C-list
in tue same way a segment is referenced, contact will be fast, once established.
Two-communication between computations is fast since W permizsion can be

)
granted quickly.

%Patkerned after similar meia-fnatruction propomed by £. Van Hora for
reprodacible inter-process communication within the same computation.
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EXAMPLE 1. AN INPUT MESSACE HANDLING SERVICE ROUTINE

e miains Posemen

Now 1s is easy to see how 2 Service Routine might be called. An “attach

é{g sunction" meta-instruction would establish a buffer with the Service
Routine as the owner; & communication capability is entered into the C-list
of the caref&er process, for the buffer. Consider the casz of a Service
Routine receiving comscle wmessagen and dispstching them to s;ibs-:riber com-
putations, depicted in Figure 7. ®ach subscriber hat o buffer :irivate to it
and the Service Routine. When 3 charscter arrives it enables the blocked pro-
cess to prcceed. The caretgker 2xecutes 8 _E__gg end veturns to its vigil for
characters. The forked process identifies the character o determine from
which conscle it originated, and so determines to which buffer it must go.
Then it checks to see if the character is a break character; if it is, 3 "&gt& R"
seta-instruction is issuved, sllowing the subscriber to read and empty the
o puffer; it it is not, the charscter is written into the sppointed buffer.
If the suba.criber computation has not yet fgsued a pz_'evioub "%ogﬁ", all the
processes wanting to write characters into its buffexr will be blocked, snd
will fc;m successive entries in a Blocked Frocess List of the Supervisor.
When the swaited “g__g_g_g" 18 received the blocked processes will proceed,
write, them qui:*. Also eny "g%“ will be blocked because the 3,_9.9.2 caunct
take effect until the designated gubscriber hasg 1ssqed a 3325' Figure 8

{ {lluzatrates conceptually what is taking place.

*_ B

It is interesting to note that the queue of waiting processee, each wanting
to write 2 simgle character, cae be thought of as a buffer. Yhis 18 an
srgument in favor of seall state words, which can be switched rapidly.
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FORMAT:

: congdiz 4. § coge

walt for character =

console  1.d. ——z- |

Jw nod

(code: bk.chan code ¥ =e

game

) i
wrrte charecter
into vUfrer vis
capabiliy | |

Figure 7. A console input messgape
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handling servie
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USER
COMPUTAT IONS . /
ﬂg.s\ i:s_,.q
e COMMUNICAT ION =
\ | VARIABLES
\ | '
"'——-‘.’———-’. g
—~ | \ POSSIBLE QUEUE
\ OF STATE WORLS
N AWAITING done
£ sz
CARS EKER \ To WRITE IN BUF 3ER
/
character.arrivala
~ | ' Pigure 8. Using a Service Routine by

meang of ocommunicalion varisktlee.



FXAiPL}‘é. 4 DATA TASE MAMIPIFLARING SHAVICE RRUTLIE

ot o e, b

Suppuse & ond B ave computaticons working oo soos commpon gais base §

- ot

{for exuople, D wizht be » linked list struciure). The primitive cneraufon:

=

I », 2 on P are coutsined im 3 block o procedure P. Thiz siteatics wight

ba boadled as folluws., PEsfer o YVigures 9 aad 0.
The mrofpéd.a 1s smbediad in o Coretalier Routdne €. € iz the ovaer of

D od of & Yflag’ coummmicazion varisile ¥, which iu just several wovds loug.
“hensver A or B dezirea ro resd or wodify U 40 attewpls po wWrite & code
nuiber and the modffilcation informatios Inco T, Since Lt dozs mot have W
vivilapes with respect fto ¥ it ig blocked and {ts 4-bit 48 turued on. This
awakens [.2 curelster pyuce2s whish Soiks, then sendas a W privilere, and
sclannty to vead ¥, When the caller writes the prisduive opexatica zode
index & {1 2 1,2....} inte ¥ axd isgues a fgggg? tha careteker is allowved
to read ¥, It thon decodss 1, cends an R nrivilege if i = 9, oy goes ta the
preser primitive Pi for codo iamdex L 4 O,

The utility ef the "wsit for frput” meta-instvuction should be clear

~

frew thip exgsple, since it allous the caretaker procens io Bexss the arrival
cf &0 eveat from thae outside. Clecwly genoral fatersphere communication
must be centered avound zomz ‘gonse cuteide world' meta-instructicn of this

kind.
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SURMARY SND CONCILUSIONS

In chie psper we have investigated the history of thought behind
Protected Ssyrvice Routines snd hxve discoversd that "Protested Entry" Is
esgentially a8 "flow of control" concept. Secking to find 2 clerner, aore
eicgent salution, we fourd that "Protectad Entyy* 1s only an 2d hoo sclution
to the acst anoweylng aspect of 2 m.orc basic prublem: Intersphers Cosuunication.
"Protectzd Sntry" is oot fucdamentol.  Intersphers Comsunicatian is. We
lavectigated data flow briefly and fvend that a computation might be described
by & sequence of operacd velues conpnecied by a8 "locus of csuse and effoct”,
where he cavees ieg the availabiiity of 8 new operand value, and the effsct 13.
the next valuesa being set. Yith the communication-of-data idma ia mduel e
introduced a "commualeation variable", and 3 "comwupication capabllity" to upe 1t, -
) sct as the aedinm through which camputatians.might compunicate. Mata-instructiong
implesenticg the ldzas were prspased; Special nutice was taken oif the fact that |
the peraiscion sbout the vsiabie must be kept wich iz, snd not in the C liste of
the subscriber computstionr. The commenication varisbl: was Lept outside of ﬁhe'
Spheres of Proteafian of the computatisnsg it linked, and was embiddud in the file
direciory structure of tha MCS. Erceples showed how these conc2pls eould be appifre)
to understanding the use of a Service Rouline, and to accomplishing fast, cleax,
yet protected communication.

“ne notion of & cavetaker process was explored. It appesrs chat exactly
one carctaker process is nceded per {7 function. Backup of state words nf
proceszes waiting o exezoiev communication capsbilities is poselibic,
forming in cffect a varisble iungth buffer. The fmplications of ‘his last
point ave Interesting ~- it points out that a butfur can be thought of <2 a

uked state worde waltivg to comunicate. This idea 7ollons

by
3

i<

fzdng af b

A
s W 5 -

i
X

from th: daia commmication notions, and ehows how new viewpoints can srise



)

irom thiz thinking.

Qnz past peint for emphasis; :zhe flow of data noticas can iead to

better understunding of how compuier
comyuters desigeed to opevats on tiie arrival of data, rather than on the

of soutrol.

e
-

syetens werk., We fovesce asyachronous

Tu
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