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Abstract
We address the problem of using an untrusted server with a small trusted module to provide trusted storage
for a large number of clients, where each client may own and use several different devices that may be offline
at different times and may not be able to communicate with each other except through the untrusted server.
We introduce a new cryptographic primitive: freshness schemes. We show and prove how the primitive can
be used to implement tamper-evident trusted storage for a large number of users using a single constant-sized
trusted secure clock and constant communication cost per operation, regardless of the number of clients and
devices per client.
Keywords: untrusted storage, freshness, integrity checking, authenticated search tree, certificate list, secure
clock, TPM

1 Introduction
In this paper, we address the problem of using an untrusted server with a small trusted module to provide trusted
storage for a large number of clients, where each client may own and use several different devices that may
be offline at different times and may not be able to communicate with each other except through the untrusted
server. The challenge here is not in guaranteeing the privacy or integrity of a client’s data, but in guaranteeing
the data’s freshness. The privacy of a client’s data can easily be achieved through encryption, while integrity
can be protected by use of digital signatures or message authentication codes (MACs). The freshness of data,
however, is more difficult to guarantee. If a client’s data is stored in untrusted memory or disk space, then even
if the client encrypts the data and uses a signature or MAC, there is no way to prevent an adversary with access
to the untrusted memory or disk space from performing a replay attack. That is, while the client is offline, the
adversary can replace the current version of the data with an older version copied by the adversary at a previous
time, effectively allowing it to rewind the client’s data to a previous state.
In this paper we focus on providing tamper-evident storage, where clients are guaranteed to at least detect
illegitimate modifications to their data, including replay attacks. Providing tamper-tolerant storage, which guarantees that a client can continue to retrieve its original data even after a malicious attack, is a harder problem, but
can generally be solved by using some form of data replication on top of a tamper-evident storage system.
Replay attacks are not a problem if there exists a secure communication channel between all of a client’s
devices all the time. If this is the case, a global counter to be used for timestamping can be synchronized among
each of the devices. Every time a client device updates data stored in untrusted memory, it keeps track of when
that update occurred by reading and increasing the global counter. It computes and saves in untrusted memory
a small constant-sized digest or root hash of the data timestamped with the increased global counter (through
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well-known techniques such as Merkle hash trees [37]). Through the secure channel, the device broadcasts the
increased global counter to all other devices such that the devices’ copies of the global counter get synchronized.
If all of the devices always receive the global counter at the end of each update, then any device retrieving
the data from untrusted storage can verify freshness by simply recomputing a root hash from the retrieved data
timestamped with the current value of the global counter, and comparing it against the stored root hash which
corresponds to the most recent timestamp.
Replay attacks may become a problem, if a client’s different devices cannot communicate directly or if
they are not all online at the same time. In this case, it is not immediately clear how to construct a secure
communication channel for synchronizing a global counter. Of course, if there exists a trusted server, which
• stores the global counters of each of the clients, and which
• is online all the time,
then this trusted server can be used as a secure communication channel. That is, at the end of each update the
corresponding client’s global counter is stored at the trusted server such that any device who wishes to check the
freshness of retrieved data can request the current value of the global counter and proceed as before.
In this paper we show that it is not necessary to assume a fully trusted server. We only need to assume an
untrusted server with access to a small trusted module with limited computational capabilities, which
• can be accessed with a few commands, and which
• has small constant sized trusted space.
In order to prevent replay attacks in which the trusted module is reset to one of its previous states, the trusted
module must have an irreversible clock counter in its trusted space. We will introduce different schemes which
use a single irreversible clock counter to maintain the multiple global counters for each of the clients. Since the
trusted module has only a constant sized trusted space, it must be able to certify the multiple global counters
such that these can be stored in untrusted memory at the server. In order to be able to certify global counters, the
trusted module keeps a public-private key pair in its trusted space and has at least one command for generating
digital signatures.
We propose to use the trusted module as follows. At the end of an update by a client’s device, the device
increments the client’s global counter. Since the server itself cannot be trusted, the device asks the trusted module
to sign the global counter together with the current value of its clock counter. In other words, the trusted module
timestamps the client’s global counter. Any device retrieving the client’s global counter from the untrusted server,
asks the server for the timestamped global counter and asks for a proof that no more recent values of the trusted
module’s clock counter have been used to timestamp the client’s global counter. This proof is constructed in
interaction with the trusted module. How to efficiently construct this proof of freshness is the topic of this paper.
Our main contribution is the definition of a freshness scheme which can be used to maintain global counters
for multiple clients. We will introduce new techniques to construct freshness schemes which can be implemented
with a small trusted module. There are many applications where our solution is of practical relevance, not only in
file or message storage, but also in mobile payment and e-wallet applications. Furthermore, we are focusing on
solutions with a small trusted module. First, it means that it is easier and cheaper for a manufacturer to produce
a smaller trusted module than a larger one. Second, existing trusted platforms may be suitable for implementing
our trusted module with its clock. In particular, some of the presented schemes in Section 4 can be implemented
using the TPM 1.2 chip [39, ?, 48], which is increasingly being integrated into end-user machines today. Finally,
our techniques can also be of interest to designers of future versions of such trusted platforms.
The paper is organized as follows. Section 2 describes related work and summarizes our contributions. The
small trusted module, freshness schemes, and a protocol which maintains global counters are defined in Section
3. We then present and analyze the performance and security of different schemes in Section 4. We conclude in
Section 5.
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2 Related Work and Our Contributions
Protecting and validating the integrity of data storage has been a well studied topic due mainly to its high importance to such a wide range of applications. For this, cryptographic one-way hash functions [17] are often used by
a client to create a small local checksum of large remote data. Merkle proposed hash trees as a means to update
and validate data hashes efficiently by maintaining a tree of hash values over the objects [37]. Recent systems
[16, 19, 13, 31, 35] make a more distinct separation between untrusted storage and a trusted compute base (TCB),
which can be a trusted machine or a trusted coprocessor. These systems run a trusted program on the TCB that
uses hash trees to maintain the integrity of data stored on an untrusted storage. The untrusted storage is typically
some arbitrarily large, easily accessible, bulk store in which the program regularly stores and loads data which
does not fit in a cache in the TCB.
Byzantine-fault-tolerant file systems [11, 12] consist of storage state machines that are replicated across different nodes in a distributed system. The system provides recovery from tampering, but it relies on the assumption
that at least two-thirds of the replicas will be honest. The expectation is that replicas are weakly protected but
not hostile, so the difficulty of an adversary taking over k hosts increases significantly with k. Byzantine-faulttolerant file systems distribute trust but assume a threshold fraction of honest servers.
SUNDR [36, 29] is another general-purpose, multi-user network file system that uses untrusted storage
servers. SUNDR protects against forking attacks which is a form of attack where a server uses a replay attack to give different clients a different view of the current state of the system. SUNDR does not prevent forking
attacks, but guarantees fork consistency, which essentially ensures that the system server either behaves correctly,
or that its failure or malicious behavior will be detected later when users are able to communicate with each other.
This is achieved by basing the authority to write a file on the public keys of each client. Plutus [25] is another
efficient storage system for untrusted servers that cannot handle these forking attacks.
In our system, we place a small TCB at a server for maintaining certificates of global counters for timestamping to allow clients to immediately detect misbehavior, including replay attacks. This allows us to prevent
forking attacks and guarantee the freshness, integrity, and consistency of data.
Our main contribution is a new primitive which we we call a freshness scheme. Freshness schemes are
concerned with providing proof that something did not happen at a particular time. This is complementary to
digital notarization developed in works such as Haber and Stornetta on time-stamping [3, 24]. Time-stamping
provides proof that something existed or happened at a particular time.
In accountable time-stamping systems [9, 10] all forgeries can be explicitly proven and all false accusations
explicitly disproven; it is intractable for anybody to create a pair of contradictory attestations. Buldas et al. [8]
introduced a primitive called undeniable attester. Informally, the attester is such that it is intractable to generate
both a positive and a negative attestation based on an element x and a set S such that the attester concludes
x ∈ S for the positive attestation and x 6∈ S for the negative attestation. Their intention is to prove the existence
or non-existence of objects in a database. Freshness schemes prove the existence or non-existence of events in
a time interval. As opposed to future objects in a database, future time values can be predicted. In freshness
schemes this property can be exploited and leads to significant performance improvements.
In this paper, we show how authenticated search trees [26, 40, 8, 7], which can be used for the construction
of an undeniable attester, can also be used as a building block to create freshness schemes. We propose two
solutions; the “tree-based” scheme and the “log-based” scheme. Both solutions efficiently exploit the property
that future time values can be predicted. The performance of the tree-based scheme depends mainly on the
processing speed of the trusted module (there is only a small amount of communication between the server and
the client devices). Since the trusted module is assumed to be small and cheap and therefore slow, we prefer
the log-based scheme for which the performance mainly depends on the network bandwidth. We introduce two
solutions in order to bound the amount of communication between a client and the server in the worst-case.
Our techniques reduce the trusted computing base to only a single secure clock with a small instruction set.
This differs from many other systems that require complex secure processors [44, 30, 49, 46, 47, 45]. By using
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several tricks, we have shown that our best performing schemes can even be implemented by using a standard
component on machines today, TPM 1.2 [39, ?, 48] from the Trusted Computing Group. (We notice that in [43],
Shapiro and Vingralek address the problem of managing persistent state in Digital Rights Management (DRM)
systems. They include volatile memory within their security perimeter, which increases the TCB.)
Our secure clock is a secure counter which can be used to timestamp events according to their causal relations.
An order in logical time can be extracted if we know which events logically cause other events. Lamport clocks
[27, 28] are conceptual devices for reasoning about event ordering. Our scenario with a centralized untrusted
server with access to the secure clock does not need Lamport clocks to reason about logical time. Our difficulty
is how to reason about malicious behavior.
For completeness, we note that a certificate revocation list (CRL) is a list which is signed by a certification
authority (CA) together with a timestamp. By obtaining the most recent CRL one can easily verify whether
a certificate is still valid. This is a general principle which can also be used in the construction of freshness
schemes. Based on CRLs, less communication intensive solutions are proposed in [38, 26, 40]. In [38] the
idea is to sign a message for every certificate stating whether it is revoked or not and to use an off-line/on-line
signature scheme [18] to improve the efficiency. The work on certificate authentication trees in [26] has led to the
introduction of authenticated dictionaries [40] and authenticated search trees [8, 7]. A persistent authenticated
dictionary [1, 22, 32, 33] maintains multiple versions of its contents as it is modified. Timeline entanglement [34]
creates a tamper-evident historic record of different persistent authenticated dictionaries maintained by mutually
distrusting servers.
Authenticated dictionaries are mainly implemented by using authenticated search trees or skip lists [22].
Another approach is described by Goodrich et al. [23] which uses a one-way accumulator [6, 2, 20, 15]. An
insertion takes O(1) time and a deletion takes O(n) time, where n is the size of the dictionary. The computation
performed to answer a single query takes O(n) time. By using precomputed accumulations, the computation
performed to answer a single query can be reduced to O(1) time at the cost of increasing the cost of an insertion
to O(n) time.
One technique also worth noting is that described by Schneier and Kelsey for securing audit logs on untrusted
machines [41, 42]. Each log entry contains an element in a linear hash chain that serves to check the integrity
of the values of all previous log entries. It is this element that is actually kept in trusted storage, which makes it
possible to verify all previous log entries by trusting a single hash value. The technique is suitable for securing
append-only data that is read sequentially by a verifying trusted computer.

3 Freshness Schemes
3.1 Definitions
Even though devices can be offline with respect to one another, each device is able to contact an untrusted server
with a small trusted module. The small trusted module has a secret key and maintains an irreversible clock
counter. Devices use the server to reserve clock counter values and provide “proofs of freshness”. By using
the trusted module with its counter, the server maintains a data structure with, for each client i, the counter
value of the most recent time one of i’s devices reserved a counter value. A “proof of freshness” for client i
proves the correct value of the most recent reserved counter value of i. This means that the most recent reserved
clock counter value of client i can be used as a global counter which can be accessed by each of i’s devices.
As explained in the introduction, the global counter can be used to timestamp data and provide tamper-evident
storage.
The next definition formally defines the different algorithms for generating key pairs (G), updating the
server’s data structure (U ), reserving clock counter values (R), proving freshness (P ), and verifying reservations and proofs of freshness (VR and VP ). The trusted module implements U , the server executes R and P , and
the client devices use VR and VP . We require that if a sequence of updated data structures is generated by U , then
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1) this sequence can be mapped to a time line, 2) the updates correspond to (shared) reservations of time values,
the corresponding reservation certificates generated by R can be verified by V R , and 3) each update can be used
by P to generate a proof of freshness for a client i proving the correct value of the time value of the most recent
reservation of i (this can be verified by V P ).
These requirements are detailed in the next definition, which follows [21, 4, 5]; U O denotes a probabilistic
oracle algorithm which makes calls to a specific oracle O, when talking about U O we may omit the superscript
O, the notation x ← U means that probabilistic algorithm U outputs x. Let I be the set of client identities. Let
Ci index the set of devices of client i ∈ I. Let IC be the product {(i, d) : i ∈ I, d ∈ C i }. Let D describe the set
of possible data structures. The definition of V P relies on an additional input to VP ; a scheduling algorithm S,
which is important in the construction of efficient freshness schemes, see Section 4.
Definition 1 Let H be a hashing oracle and let Sign H (sk, .) be a signing oracle. A freshness scheme F =
(G, U, R, VR , P, VP ) is a set of probabilistic oracle algorithms, where
1. G is a key generation algorithm that, given the security parameter k, computes a key pair (pk, sk) ←
GH (1k ) while possibly making calls to a hashing oracle H (pk is called public key and sk is called secret
key or private key),
2. U is an updating algorithm: given a data structure D ∈ D, a set of device identity pairs I ⊆ IC, and a
secret key sk, it computes an updated data structure D 0 while possibly making calls to a hashing oracle H
and a signing oracle SignH (sk, .);
D 0 ← U H,Sign

H (sk,.)

(D, I),

3. R is reservation algorithm: given a data structure D and an identity i ∈ I, it returns a reservation
certificate r; r ← R(D, i),
4. VR is a verification algorithm: given a reservation certificate r, identity i ∈ I, d ∈ C i , and public key pk,
it outputs a time value or the phrase “reject”,
5. P is a proving algorithm: given a data structure D ∈ D and an identity i ∈ I, it returns a freshness proof
p; p ← P (D, i),
6. VP is a verification algorithm: given a freshness proof p, identity i ∈ I, a scheduling algorithm S, and
public key pk, it outputs a time value or the phrase “reject”.
Let (pk, sk) ← GH (1k ) for some k. We require that there exists
1. a partial ordering (T , <) with the property if a < b and a < c then either b < c or c < b (hence, if there
exists an element > a then there exists a unique minimal solution 00 a + 100 such that a <00 a + 100 ), and
2. a class of scheduling algorithms S ⊆ T × T → { 00 accept00 ,00 reject00 } (notice that, for S ∈ S and t ∈ T ,
there is either no solution or a unique minimal solution t 0 > t such that S(t, t0 ) =00 accept00 )
such that, for data structures Dj and sets of device identity pairs Ij , j ≥ 0, satisfying the recurrence relation
Dj+1 ← U H,Sign

H (sk,.)

(Dj , Ij ), j ≥ 0,

there exists a timing algorithm T : D → T such that, for j > 0:
1. T (Dj ) is the result of a single increment of T (D j−1 ) with respect to the ordering relation < (that is,
T (Dj ) =00 T (Dj−1 ) + 100 ).
5

2. For any (i, d) ∈ IC, if (i, d) ∈ Ij−1 and (i, d0 ) 6∈ Ij−1 for devices d0 6= d, then
T (Dj ) ← VR (R(Dj , i), i, d, pk).
If this condition does not hold, then V R (R(Dj , i), i, d, pk) returns 00 reject00 and we call the reservation
certificate R(Dj , i) not valid on (i, d) with respect to pk.
3. For any i ∈ I and scheduling algorithm S ∈ S, there exists an index m such that
(T (Dm ), T (Dj )) ← VP (P (Dj , i), i, S, pk)
and m has the property that
[m > 0] ⇒ [∃d∈Ci (i, d) ∈ Im−1 ]
and, for m < h ≤ j,


S(T (Dm ), T (Dh )) =00 accept00



⇒ [∀d∈Ci (i, d) 6∈ Ih−1 ] .

(Given j, the implied condition may have multiple solutions m, hence, V P ’s output does not necessarily
need to correspond to the minimal one.) We call a freshness proof p not valid on (i, S) with respect to pk
if VP (p, i, S, pk) returns 00 reject00 .
We say that the freshness scheme is valid with respect to the partial ordering (T , <) and class of scheduling
algorithms S.
The next definition formalizes the security requirement that 1) there is no practical algorithm that, with oracle
access to U and without knowing sk, generates a valid freshness proof p with V P (p, i, . . .) = (tm , tj ) (which
certifies that, with respect to time t j , tm is the most recent time reserved by i) as well as a valid reservation
certificate r with VR (r, i, . . .) = th (which certifies that time th was reserved by i) with tm < th ≤ tj , and 2)
there is no practical algorithm that, with oracle access to U and without knowing sk, generates valid reservation
certificates for the same time value but for two different devices of the same client. The main assumption is that
the update algorithm U as implemented by the trusted module does not generate two different data structures
for the same time. In the next subsection we explain how this can be enforced by using the trusted module’s
irreversible clock counter.
Definition 2 Let (pk, sk) ← GH (1k ) for some k. We say a probabilistic oracle algorithm M with k and pk as
input succeeds if
(p, r, r 0 ) ← M H,Sign

H ,U H,SignH (sk,.)

(1k , pk),

H

M does not query the update oracle U H,Sign (sk,.) such that it outputs two different data structures D and D 0
with T (D) = T (D 0 ) (that is, there is a one to one mapping between updated data structures and time values),
and one of the following conditions hold:
1. There exists a scheduling algorithm S, a client i with a device d, times t m , th , and tj , such that tm < th ≤
tj ,
(tm , tj ) ← VP (p, i, S, pk),
th ← VR (r, i, d, pk),
and S(tm , th ) =00 accept00 .
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2. There exists a client i with devices d and d 0 , and a time t such that
t ← VR (r, i, d, pk),
t ← VR (r 0 , i, d0 , pk),
and d 6= d0 .
We say M (τ, qh , qs , qu , , δ)-breaks the freshness scheme if, for security parameter k, its running time (plus
size of description) does not exceed τ (k), the number of queries to the hashing oracle does not exceed q h (k),
the number of queries to the signing oracle does not exceed q s (k), the number of its queries to the update oracle
does not exceed qu (k), and with probability at least δ(k), G(1 k ) generates a key (pk, sk) such that, for any i, the
probability of M ’s success on input (1 k , pk) is at least (k). We say the freshness scheme is (τ, q h , qs , qr , qp , , δ)secure if no M (τ, qh , qs , qr , qp , , δ)-breaks it.
In practice, the update algorithm U is implemented by the untrusted server as a protocol with the trusted
module in which the trusted module executes a sequence of atomic instructions. In this paper, we analyze the
performance of freshness schemes for which the server starts the first half of the execution of U after which
the trusted module is asked to execute a series of atomic instructions. In these protocols, we assume that the
trusted module has some small constant trusted state which can be used to implement a finite state machine
which enforces sequences of atomic instructions to correspond to the second half of the execution of U . Hence,
U H,Sign

H (sk,.)

H,SignH (sk,.)

(D, I) = U2

(U1 (D, I)),

where U1 is executed by the untrusted server and U 2 is executed by the trusted module. To capture this scenario
H,SignH (sk,.)
in our definition, we should allow M to query the oracle U 2
. The irreversible clock counter of the
trusted module can be used to enforce that there is a one to one mapping between updated data structures and
H,SignH (sk,.)
such that it outputs two
time values. Therefore, it is reasonable to assume that M cannot query U 2
different data structures D and D 0 with T (D) = T (D 0 ). In forthcoming proofs, we will implicitly use this
slightly stronger definition of security.
Besides the atomic instruction which implement the update algorithm U , the trusted module may allow the
execution of many more other instructions for other purposes. Formally, we should extend our definition such
that M has oracle access to these other instructions as well.

3.2 Application
Let F = (G, U, R, VR , P, VP ) be a valid freshness scheme implemented by an untrusted server with a trusted
module with a single secure clock. We will explain how devices may use F to reserve clock counter values and
generate freshness proofs of the most recent reserved values.
We assume that the clock counter is irreversible (that is, no command will reset the clock counter to an older
value). For example, the clock counter can be implemented as a monotonic counter or as a hash-clock wherein the
next counter value is determined by extending the current clock value (by using a one-way and collision-resistant
hash function on the concatenation of the current value and some default “increment” value). We define t 0 > t if
t0 can be computed as the result of multiple increments of a clock counter value t. In the case of a hash clock, the
preimage resistance of the hash function implies that it is intractable to compute counter values t, t 0 , and t00 such
that t < t0 < t00 < t. For this reason, we will assume that < is a partial ordering as in Definition 1.
H
If the trusted module generates D 0 ← U H,Sign (sk,.) (D, I), then we require that T (D 0 ) =00 T (D) + 100 ,
where T (D) is the value of the clock counter before the update and T (D 0 ) is a single increment of the clock
counter T (D) by the trusted module. This means that the trusted module cannot produce two different data
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structures D 0 and D 00 , D 0 6= D 00 , with the same time value T (D 0 ) = T (D 00 ). So, Definition 2 can be used to
describe the security of the freshness scheme if the trusted module is used as an oracle by an adversary.
Devices will use the freshness scheme to reserve clock counter values and to generate freshness proofs of the
most recent reserved values. A freshness proof, which verifies to a pair of time values (t m , tj ), can be used to
conclude that the most recent reservation happened at t m if tj corresponds to the current clock counter value. If
not, then more recent reservations may have happened after the moment the clock counter was equal to t j . In
order to recover and verify the value of the current clock counter value, we assume that the trusted module can
be asked to produce a current time certificate,
[tc , Sign(sk, H(N once||tc ))],
where the signature is of the hash of an input nonce N once and the clock’s current value t c with the secret key
sk. By using a random input nonce, old certificates cannot be used to fake a new one.
Verification and Reservation Protocol: Suppose that device d of client i wishes to obtain and verify the most
recent time value reserved by a device of client i. Then it proceeds as follows:
1. Device d sends a nonce N once together with a (signed) request to the server.
2. The server collects and transmits to d a current time certificate, proof of freshness, and a confirmation of
the most recent reservation:
• The server asks the trusted module to compute a current time certificate
[tc , Sign(sk, H(N once||tc ))].
• The server computes the freshness proof p ← P (D, i), where D is the most recent data structure
maintained by the server (hence, T (D) = t c ).
• The server retrieves the confirmation of i’s most recent reservation of a time value: [S, t, Sign(sk i , H(S||t))]
(we assume that client i has its own key pair (pk i , ski )).
3. The device verifies the current time certificate and confirmation and accepts t as the time value of i’s most
recent reservation if (t, tc ) ← VP (p, i, S, pk).
In order to reserve a new time value, device d and the server continue the protocol as follows:
1. Both device d and the server compute t n as the minimal solution tn > tc such that S(t, tn ) =00 accept00
(we assume that S is such that a minimal solution exists). If one of the other devices of i already requested
to reserve tn , then the server tells device d to try again later.
2. The server waits for the arrival of timeslot t n . The server computes the set I ⊆ IC as the collection of
all the device identity pairs who have outstanding reservation requests for t n . It uses I to update the data
structure D to U (D, I). By using the new D, the server computes a reservation request for each pair in I.
In particular, it computes and transmits r ← R(D, i) to device d.
3. Device d agrees that it reserved t n if tn ← VR (r, i, d, pk). If tn is accepted, then it chooses a new
scheduling algorithm S 0 and transmits a confirmation
[S 0 , tn , Sign(ski , H(S 0 ||tn ))]
to the server.
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Notice that the requirements in Definition 1 show that if the protocol is executed without malicious behavior,
then in the protocol device d of client i accepts t as the time value of i’s most recent reservation and accepts t n
as a new reserved time value which is not reserved by any of the other devices of i.
The next theorem proves the security of the verification and reservation protocol. A sketch of its proof is in
Appendix A.
Theorem 1 Suppose that the verification and reservation protocol uses a secure and valid freshness scheme. a)
If device d of client i accepts tc as the current time value and t as the time value of the most recent reservation,
then none of the devices of client i reserved any of the time values t r in the range t < tr ≤ tc . b) If in addition tn
is accepted as the time value of the new reservation, then devices of client i did not reserve any of the time values
tr in the range tc < tr < tn . Moreover, only device d and no other device of client i reserved t n .
In order to be precise, we should state the theorem as follows: if the used freshness scheme is (τ, q h , qs , qr , qp , , δ)secure, then there does not exist a probabilistic oracle algorithm M with k and pk as input with the properties
H
that: It cannot query the update oracle U H,Sign (sk,.) such that it outputs two different data structures D and D 0
with T (D) = T (D 0 ). Its running time (plus size of description) does not exceed τ (k), the number of queries
to the hashing oracle does not exceed q h (k), the number of queries to the signing oracle does not exceed q s (k),
and the number of its queries to the update oracle does not exceed q u (k). Finally, with probability at least δ(k),
G(1k ) generates a key (pk, sk) such that M can be used (by the untrusted server) to force the verification and
reservation protocol to violate either a) or b) with probability at least (k).
Remark. The presented verification and reservation protocol is just one example. If the trusted module has two
secure clocks, then a more complex protocol based on two freshness schemes is possible. We may start with
the verification protocol for the first freshness scheme. If, for the first scheduling algorithm, a minimal solution
tn > tc with S(t, tn ) =00 accept00 exists, then the reservation protocol for the first freshness scheme is executed.
If such a minimal solution does not exist (because S(t, t n ) =00 reject00 for all tn > t), then the verification
and reservation protocol for the second freshness scheme is executed. After its completion, if V P of the second
freshness scheme returned a small enough time interval, then the current time value corresponding to the first
freshness scheme is reserved as well. In the complex protocol, all confirmations should sign the most recent
reserved time values of both freshness schemes.
The complex protocol is secure and can be generalized to multiple secure clocks and freshness schemes.
The scheduling algorithms for the different freshness schemes can be designed in such a way that clients who
reserve often mainly use the first freshness scheme, clients who do not reserve often mainly use the second
freshness scheme, clients who reserve even less often mainly use the third freshness scheme, etc. The protocol
adaptively moves clients from one freshness scheme to another depending on the frequency at which they have
been requesting reservations. The secure clocks can be incremented at different relative speeds. The speeds can
be designed to optimize the performance of the protocol.
Remark. Replication of the reservation service over multiple distrusting servers can be exploited as follows. At
each server, each client maintains a copy of its global counter signed together with the identity of the server and
the most recent reserved time value at the server. If a device of client i wishes to read and increment i’s global
counter, then the device will connect to as many servers as possible and run the verification and reservation
protocol with each. The device retrieves the most recent value of i’s global counter if it connects to one of
the honest servers who executed and received the most recent reservation request of client i. Notice that this
condition is implied by the stronger condition that at all times a majority of the servers are honest and online.
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4 Basic Constructions
We present two basic constructions of freshness schemes and we show how the use of scheduling algorithms
improves their performance.

4.1 Tree-Based Scheme
A freshness scheme can be constructed by means of an authenticated search tree [8, 7] as follows. We remind the
reader that a directed binary tree is a search tree [14] if every node n in the tree is associated to a unique search
key k[n] such that if nL is the left child of n then k[nL ] < kn and if nR is the right child of n then k[n] < k[n R ]
(here, < is an ordering over keys). A tree is an authenticated search tree if the labels l[n] of nodes n in the tree
are recursively defined by
l[n] = H(v[n]) with v[n] = (lL , k[n], lR ),
where lR = l[nR ], if n’s right child nR exists, and lR = nil, otherwise, and where lL = l[nL ], if n’s left child
nL exists, and lL = nil, otherwise. We call v[n] the value of node n. As explained in [7], a sequence
s = (hL , k, hR ; k1 , h1 ; k2 , h2 ; . . . ; km , hm )

(1)

corresponds to a path from the node with value v = (h L , k, hR ) to the root if the root’s value is equal to the value
vm which is recursively defined by l0 = H(v) and, for 0 < j ≤ m,

(lj−1 , kj , hj ), if k < kj ,
lj = H(vj ) with vj =
(2)
(hj , kj , lj−1 ), if kj < k.
Let data structure D be an authenticated search tree with root Root together with a time value t c and a
signature Sign(sk, H(tc ||Root)). Each node in the authenticated search tree corresponds to a unique identity i
in I. If the most recent reservation of client i was made by device d at time t, then the search key of the node
corresponding to i is equal to the triple (i, d, t). The keys are ordered with respect to their identities, that is,
(i, d, t) < (i0 , d0 , t0 ) if and only if i < i0 .
The authenticated search tree of the updated data structure D 0 ← U (D, I) is defined as the authenticated
search tree of D, where, for (i, d) ∈ I, the node corresponding to i has its key updated to (i, d, t c + 1). In order
to update a key, the corresponding label needs to be updated, and this affects the labels of the nodes along the
path to the root as explained by recursion (2). The time value of D 0 is equal to tc + 1 and the signature of D 0
signs the hash of the new root together with t c + 1.
A trusted module may implement the update algorithm U (D, I) as a sequence of atomic instructions. First,
the server loads [Root, tc , Sign(sk, H(tc ||Root))] into the trusted module. The trusted module knows that an
update is about to start and verifies the signature (such that it cannot be used as an oracle to produce updates of
arbitrary structures). Second, for each (i, d) ∈ I, the server inputs the entries of the sequence (1) that corresponds
to the path from the node which corresponds to i to the root. The server also feeds d into the trusted module. For
each node along the path, the trusted module uses the recurrence relation (2) to verify whether the the sequence
corresponds to the path from the node which corresponds to i to the root and to compute the new root of the
updated path. The trusted module stores the new root instead of the current one and updates the next path
corresponding to the next device index pair in I. As soon as all paths are updated, the trusted module signs the
new root with the time value tc + 1.
A reservation certificate on i and a proof of freshness on i have the same form. Both are equal to the sequence
(1) corresponding to the path from the node which corresponds to i to the root together with the signature of the
root and the time value tc of the data structure. This is verified by using (2) in order to compute the root’s
value and by using the signature to verify its correctness. If the check passes, then, regardless of the inputted

10

scheduling algorithm, VP returns (t, tc ) for t defined by k = (i, d, t) in (1). For a reservation certificate, V R
returns t if t = tc .
Security: Appendix B presents a sketch of a proof that the resulting freshness scheme is secure if H is a collision
resistant hash function and Sign corresponds to a secure signature scheme.
Performance: Let N be the total number of clients. Since reservation certificates and proofs of freshness have
size O(log N ), the advantage of the tree-based scheme is the limited communication between the server and
client1 . The disadvantage is the amount of computation by the trusted module; U (D; I) costs O(|I| log N )
atomic operations.
Instead of one authenticated search tree, we propose to use q authenticated search trees, each corresponding
to N/q clients. The trusted module updates the trees in turn. We use a single secure clock and assign periodic
time values to each tree for updates 2 . Each client uses a scheduling algorithm in the verification and reservation
protocol which corresponds to the assigned time values of the tree to which the client belongs. This means that
a proof of freshness on i only consists of a proof of freshness associated to the tree to which i belongs. In other
words, the communication costs stay the same, while the computation of U (D, I) is reduced to O(1+|I| log N/q)
atomic operations (we need to count the signing of the root, which is the major contribution if q ≈ N ). Notice
that the scheduling algorithm is used for time-multiplexing with period q. In order to allow different periods for
the different trees and to adaptively insert and delete clients from trees, one should use balanced authenticated
search trees [34] (a balanced binary tree is for example a red-black tree [14]).
Appendix B presents a precise performance analysis leading to the following result.
Theorem 2 Suppose that, for each client, u γ is the probability that one of its devices requests to start the verification and reservation protocol within the amount of time needed for the computation of one atomic instruction
by the trusted module (so, we assume that u γ is the same for each client). Then, the tree-based scheme with
time-multiplexing can serve up to 1/(2u γ ) clients.

4.2 Log-Based Scheme
The trusted module may be slow such that the bound in Theorem 2 on the total number of clients which can be
served by the tree-based scheme may be too restrictive. For this reason we introduce a straightforward log-based
scheme which performance relies on the network bandwidth.
Let data structure
D = (s[1], T [1], s[2], T [2], . . . , s[t c ], T [tc ]; tc )
be the current time value tc together with a sequence of signatures and authenticated search trees such that
s[t] = Sign(sk, H(t||Root[t])) where Root[t] denotes the root of the authenticated search tree T [t]. If the
device identity pairs in I ⊆ ID reserved time value t, then T [t] is an authenticated search tree with nodes
corresponding to the identities in I. For (i, d) ∈ I, the search key of the node corresponding to i is equal to (i, d).
The keys are ordered with respect to their identities.
The update algorithm U (D, I) increments the current time value and appends to D an authenticated search
tree for I together with a signature of its root. The first half of the execution of U in which the to be appended
authenticated search tree is constructed is done by the server. The second half of the execution of U in which the
current time value is incremented and the root of the tree is signed is done in one atomic operation by the trusted
module.
The reservation certificate on i for an update at time value t is equal to the sequence (1) which corresponds to
the path in T [t] from the node which corresponds to i to the root together with the signature s[t] and time value
1

The communication between the server and clients can be reduced to single signatures if the trusted module implements V R and VP
and signs their results together with a nonce.
2
A separate clock for each tree does not improve the performance.
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t. This is verified by using (2) in order to reconstruct the root’s value and by using the signature to verify its
correctness.
A proof of freshness on (i, S) is a log of sequences corresponding to paths in T [t 1 ], T [t2 ], . . ., T [tj ] for some
time values t1 < t2 < . . . < tj together with the signatures s[t1 ], s[t2 ], . . ., s[tj ] and a time value t0 < t1 such
that:
• For 1 ≤ m ≤ j, the sequence (hL , k, hR ; k1 , h1 ; k2 , h2 ; . . .) for time value tm corresponds to a path in
T [tm ] from a node corresponding to some client i 0 to a node corresponding to some client i 00 to the root of
T [tm ] with the property that either i0 < i < i00 or i00 < i < i0 . In order to guarantee the existence of such a
path, the server adds two virtual clients −∞ and +∞ to each new tree.
• There exists a node in T [t0 ] which corresponds to i. Moreover, S(t 0 , t) =00 reject00 for t0 < t with
t 6∈ {t1 , t2 , . . . , tj } and t ≤ the current time value.
A proof of freshness is verified by using the recursion (2) in order to compute each of the roots associated to
the different paths and by using the signatures to verify their correctness. In addition the property regarding the
start of each path (either i0 < i < i00 or i00 < i < i0 ) and the property regarding the scheduling algorithm S are
verified. We notice that the paths prove that i is not associated to any of the nodes in the trees T [t m ], 1 ≤ m ≤ j;
we use the idea of undeniable attestation and the construction of the authenticated search tree attester of [8].
Security: Appendix C presents a sketch of a proof that the resulting freshness scheme is secure if H is a collision
resistant hash function and Sign corresponds to a secure signature scheme.
Performance: The main advantage of the log-based scheme is that, for each update, the trusted module only
needs to perform one atomic operation. A second advantage is its simplicity. The disadvantage is the amount of
communication between the server and a client; in a verification and reservation protocol the main transmission
costs are due to the size of the log of sequences in a proof of freshness.
Let N be the total number of clients. Suppose that, as in the tree-based scheme with time multiplexing, each
client uses a scheduling algorithm which assigns periodic time values with period q (in practice, clients may use
different periods). So, the expected number of client who are scheduled for the same time value equals N/q.
Appendix C presents a precise performance analysis leading to the following result.
Theorem 3 Suppose that, for each client, u β is the probability that one of the client’s devices requests to start
the verification and reservation protocol within the amount of time needed for the transmission of one atomic
piece of data (for example, the value of a node in a tree or a signature). Then, the log-based scheme with
time-multiplexing can serve up to 1/(2u β log(uγ /uβ )) clients.
Notice that the log-based scheme can serve many more clients than the tree-based scheme if u β  uγ . In the
worst-case, the size of a proof of freshness in the log-based scheme is unbounded. In practice this may happen if
a client is off-line for a long time. In order to avoid such a worst-case scenario, we may use the adaptive protocol
of Section 3.2. In Appendix D we present a second technique; a hybrid scheme with time-multiplexing which
allows about as many clients as in the log-based scheme with the advantage that the worst-case size of a proof of
freshness is at most log(uγ /uβ ) times its expected size.

4.3 Implementation
Our techniques work on any system that can implement a secure clock as we have described it. In designing our
secure clock and our freshness schemes, we minimized the requirements on the secure clock as much possible to
make it as easy as possible to implement the secure clock’s functionality, either as a stand-alone trusted module
or as part of a larger general-purpose trusted module.
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We have been looking into implementing a secure clock using existing components. In this regard, we have
chosen to focus on the Trusted Platform Module (TPM) chip [39, ?, 48] since it is rapidly growing in availability
among end-user devices. We first considered version TPM 1.1 but found that it cannot be used to implement
a secure clock as we have defined it. Although it is a powerful chip and is useful for certain applications, the
main problem is that it has is been designed to trust the owner of the physical machine that it is installed on.
Version TPM 1.2, however, offers significant new features. Among these are transport sessions, which can allow
a remote user to issue commands with encrypted parameters to the TPM such that an adversary cannot decrypt
the command even if he is the owner of the machine and is able to snoop on the bits going in and out of the TPM,
and delegation, which enables you to limit the types of commands that users can execute on the TPM.
With these new features, we have developed a solution for implementing a secure clock using a TPM 1.2
chip for a freshness scheme similar to the hybrid scheme of Appendix D. We are in the process of implementing
the adaptive protocol. We notice that due to the conditional statements in the atomic operation of the updating
algorithm in the tree-based scheme, the tree-based scheme cannot be implemented using TPM 1.2.

5 Concluding Remarks
We introduced a new primitive called freshness scheme. We defined its security and explained multiple constructions based on well known techniques. We showed how freshness schemes can be used in protocols in which
an untrusted server with a small trusted module provides trusted storage for a large number of clients, where
each client may own and use several different devices that may be offline at different times and may not be able
to communicate with each other except through the untrusted server. If the small trusted module is slow compared to the network bandwidth, then a log-based scheme is able to serve many more clients than a tree-based
scheme. The simplicity of the log-based scheme is another advantage; it only requires a single secure clock with
straightforward read-and-sign and increment-and-sign instructions. In combination with an adaptive protocol,
the worst-case communication cost is bounded to a constant size.

A

Appendix: Security of the Verification and Reservation Protocol

In this appendix we sketch a proof of Theorem 1. We use induction on t c with the following induction hypothesis.
We assume that part a) of the theorem holds for executions of the protocol if they result in current time values
< tc and we assume that part b) of the theorem holds for executions of the protocol if they result in reservations
of times ≤ tc . Notice that in the theorem tn corresponds to a reserved time > tc .
a) Suppose that there is a more recent reservation at time t r in the range t < tr ≤ tc . Without loss of
generality, we assume that tr corresponds to the first reservation after time t. Since t r was accepted by one of
i’s devices d0 , there exists a reservation certificate r 0 with tr ← VR (r 0 , i, d0 , pk) which was generated during a
previous execution of the verification and reservation protocol. Since client i accepted the freshness proof p in the
current execution of the protocol, (t, t c ) ← VP (p, i, S, pk). Since the freshness scheme is secure, the untrusted
server cannot succeed in knowing both r and p if S(t, t r ) =00 accept00 . Therefore, S(t, tr ) 6=00 accept00 .
During the previous execution of the verification and reservation protocol that generated the reservation
certificate tr , client i verified a confirmation
[S 0 , t0 , Sign(ski , H(S 0 ||t0 ))]
of another reservation at some time t 0 < tr and verified S 0 (t0 , tr ) =00 accept00 . Since tr ≤ tc , our induction
hypothesis states that no times t0r in the range t0 < t0r < tr are reserved by i. Since the protocol could have been
executed at time tr − 1 < tc , the server has been able to compute a proof of freshness p 0 such that (t0 , tr − 1) ←
VP (p0 , i, S 0 , pk). We remind the reader that tr corresponds to the first reservation after time t, hence, t 0 ≤ t < tr .
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In the current execution of the protocol, client i checks whether t in (t, t c ) ← VP (p, i, S, pk) is part of the
confirmation
[S, t, Sign(ski , H(S||t))]
and corresponds to a reservation of time t. Since there are no reserved times in the range t 0 < t0r < tr , we
conclude t0 = t. By our induction hypothesis there exists only one confirmation for time t 0 = t. Hence, if
the signature scheme is secure, then no second confirmation can be forged and we conclude S = S 0 . Hence,
S(t, tr ) = S 0 (t0 , tr ) = “accept00 , a contradiction. We conclude that our initial assumption that there exists a
more recent reservation at time tr in the range t < tr ≤ tc is wrong.
b) Suppose that there is a more recent reservation at time t r in the range tc < tr < tn . Without loss of
generality, we assume that tr corresponds to the first reservation after time t c . Since tr was accepted by one of
i’s devices d0 , there exists a confirmation [S 0 , t0 , Sign(ski , H(S 0 ||t0 ))] and there exists a reservation certificate
r 0 such that t0 ← VR (r 0 , i, d0 , pk) and S 0 (t0 , tr ) = “accept00 . By the induction hypothesis, t0 is i’s most recent
reserved time value before tr . In the previous part of the proof we showed that time t was reserved by client i
and that there does not exist a reservation at time t 0r in the range t < t0r ≤ tc . Since tr corresponds to the first
reservation after time tc , we conclude t = t0 . By our induction hypothesis there exists only one confirmation for
time t0 = t. Hence, if the signature scheme is secure, then no second confirmation can be forged and we conclude
S = S 0 . Hence, S(t, tr ) = S 0 (t0 , tr ) = “accept00 . This contradicts tn being the minimal solution tn > tc such
that S(t, tn ) =00 accept00 . This proves that there does not exist a more recent reservation at time t r in the range
tc < t r < t n .
Finally, if, besides d, a second device d 00 of client i reserved tn , then the server knows reservation certificates
r and r 00 with tn ← VR (r 00 , i, d0 , pk) and tn ← VR (r, i, d, pk). This contradicts the security of the freshness
scheme. Therefore, only device d and no other device of client i reserved t n .

B Appendix: Analysis of the Tree-Based Scheme
Security: The following is a sketch of a proof that the tree-based scheme is secure if H is a collision resistant
hash function and Sign corresponds to a secure signature scheme: 1) Let r and r 0 be reservation certificates such
that t ← VR (r, i, d, pk) and t ← VR (r 0 , i, d0 , pk) with d 6= d0 . Since the signature scheme is assumed to be secure
and the update oracle (trusted module) is assumed to only return one signature per time value, the signatures in
both certificates are equal to one another. This means that their associated roots must be equal to one another
as well. This is only possible if a collision of the hash function has been forged. 2) Let p be a freshness proof
and let r be a reservation certificate such that, for some scheduling algorithm S, (t m , tj ) ← VP (p, i, S, pk) and
th ← VR (r, i, d, pk) with tm < th ≤ tj and S(tm , th ) =00 accept00 . Notice that p contains a signature of time t j
which cannot be forged. We conclude that p must correspond to a data structure outputted by the updating oracle,
that is, p = P (D, i) with D ← U (D 0 , I) and known D 0 . For p0 = P (D 0 , i), (tm , tj − 1) ← VP (p0 , i, S, pk).
By repeating this argument, there exists an older data structure from which a proof of freshness can be deduced
which verifies to (tm , th ). Since tm < th and the hash function is collision resistant, this proof of freshness
contains a signature different from the signature of the reservation certificate. Since both signatures sign the
same time value th , at most one of them is returned by the updating oracle. Therefore, one of the signatures must
have been forged.
Performance: Let N be the total number of clients. Instead of one authenticated search tree, we use q authenticated search trees, each corresponding to N/q clients. This means that a proof of freshness on i only consists
of a proof of freshness associated to the tree to which i belongs. This reduces the computation of U (D, I) to
O(1 + |I| log N/q) atomic operations.
A more precise analysis leading to the result presented in Theorem 2 is as follows:
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• We define ui as the probability that one of the devices of client i starts the verification and reservation
protocol within one unit of real time. We assume that u i = u equals the same constant for each client.
• We define γ as the number of time units needed for the computation of one atomic instruction by the trusted
module.
Then, the major cost of a single verification and reservation protocol is the computation of an update U (D, I)
which costs (1 + |I| log N/q) · γ time units. Let I be the expected number of clients who requested a reservation
of the same time value. Then, the expected time T between two time values scheduled for the same client is
equal to the period q times (1 + I log N/q) · γ:
T = q(1 + I log N/q)γ.

(3)

The probability that none of the devices of a client i start the protocol during time T is equal to (1 − u) T . Hence,
out of the N/q clients who are scheduled for the same time value only a fraction (1 − (1 − u) T ) have started the
verification and reservation protocol:
N
(4)
I = (1 − (1 − u)T ).
q
To avoid replay attacks, only one device of a client should use a certain time value to timestamp data. Therefore, if, during the time T between two time values scheduled for client i, multiple devices of i request to start
the protocol, then the protocol tells all devices except for one to “try again later”. The remaining devices will be
served at the next scheduled time values. During the next time intervals, more devices who request to start the
protocol will be disappointed. This cascading effect will force a device to wait for all other devices to finish their
version of the protocol. Only if T is less than the expected time (1 − u)/u between two consecutive requests of
devices of the same client, this situation is avoided; for example, we require
uT ≤ 1/2.

(5)

Given (5), (4) reduces to I ≈ N uT/q and (3) reduces to T ≈ qγ + N uT(log N/q)γ, hence,
T≈
and

qγ
1 − N uγ log N/q

(6)

dT
γ(1 − N uγ log N/q) − N uγ 2 / ln 2
.
≈
dq
(1 − N uγ log N/q)2

We conclude that T is minimized for q defined by 1 − N uγ log N/q = N uγ/ ln 2, that is (ln e = 1),
q=

Ne
21/N uγ

.

Substituting this value for q in (6) yields
e ln 2
.
u21/N uγ
For this solution for T, requirement (5) is equivalent to
T≈

N ≤ 1/(uγ log(2e ln 2)) = 0.52/(uγ).

(7)

Notice that (1 − (1 − u)γ ) ≈ uγ is equal to the probability that one of the devices of a given client requests
to start the verification and reservation protocol within the amount of time needed for the computation of one
atomic instruction by the trusted module.
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C

Appendix: Analysis of the Log-Based Scheme

Security: The following is a sketch of a proof that the log-based scheme is secure if H is a collision resistant hash function and Sign corresponds to a secure signature scheme: 1) We can use the proof of the first
part for the tree-based scheme to conclude that collisions of reservation certificates cannot be forged. 2) Suppose that p is a freshness proof and r is a reservation certificate such that, for some scheduling algorithm S,
(tm , tj ) ← VP (p, i, S, pk) and th ← VR (r, i, d, pk) with tm < th ≤ tj and S(tm , th ) =00 accept00 . Since
th ← VR (r, i, d, pk), r contains a signature of the hash of t h together with the root of a tree with a node corresponding to i. Since (tm , tj ) ← VP (p, i, S, pk), tm < th ≤ tj , and S(tm , th ) =00 accept00 , p contains a signature
of the hash of th together with the root of a tree for which none of the nodes correspond to i. Since the signature
scheme is assumed to be secure and the update oracle (trusted module) is assumed to only return one signature
per time value, the two signatures are equal to one another. This means that the signed roots must be equal to one
another as well. Since the two trees are different, this is only possible if a collision of the hash function has been
forged.
Performance: Let N be the total number of clients. Suppose that, as in the tree-based scheme with time multiplexing, each client uses a scheduling algorithm which assigns periodic time values with period q. So, the
expected number of client who are scheduled for the same time value equals N/q.
A precise performance analysis leading to the result presented in Theorem 3 is as follows:
• We define β as the number of time units needed for the transmission of one atomic piece of data (for
example, the value of a node in a tree). We assume that the processing speed of the trusted module is slow
compared to the network bandwidth, that is, β  γ.
The costs of the computation of an update for a given time value in a verification and reservation protocol is a
single atomic operation by the trusted module which takes γ time. In (4) we computed the expected number
of clients I who requested a reservation of the same time value (as a function of the expected time T between
two time values scheduled for the same client). Notice that the total number of clients who start a complete
execution of the verification and reservation protocol equals the total number of clients who reserve a time value.
This argument shows that I also equals the expected number of clients who start a complete execution of the
verification and reservation protocol at a given time value. This means that at a given time value we expect the
transmission of I proofs of freshness as well as I reservation certificates.
Let L be the expected number of sequences that constitute the log of a freshness proof. Then, the expected
size of the log of a freshness proof is equal to L · log I atomic pieces of data which costs βL · log I time to
transmit. The expected size of a reservation certificate is equal to log I atomic pieces of data which costs β · log I
time to transmit. Hence, in the log-based scheme T is equal to the period q times γ + I(βL log I) + I(β log I):
T = q(γ + β(LI + I) log I)
The probability that, for a given client, h scheduled non-reserved time values occur between two scheduled
reserved time values is equal to
(1 − (1 − u)T )(1 − u)hT (1 − (1 − u)T ).
Hence,
LI =

N
NX
(1 − (1 − u)T )2 (1 − u)hT h = (1 − u)T .
q
q

(8)

h≥0

Notice LI + I = N/q such that
T = qγ + βN log I
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(9)

For the same reason as in the tree-based scheme we require the bound (5). This reduces (4) to I ≈ N uT/q
(and reduces (8) to LI ≈ N/q, hence, L ≈ 1/(uT) which is consistent with our intuition that 1/(uT) is
approximately equal to the expected time (1 − u)/u between two consecutive requests of devices of the same
client divided by T). These approximations combined with (9) yield
T ≈ qγ + βN log(N uT/q)

(10)

and
dT
dq

βN q
≈ γ+
ln 2T



1 dT T
− 2
q dq
q



,

hence,
dT
γ − βN/(q ln 2)
≈
.
dq
1 − βN/(T ln 2)
This shows that, if βN/(T ln 2) < 1, then T is minimized for q defined by γ = βN/(q ln 2), that is, q =
βN/(γ ln 2). Substituting this value for q in (10) yields
T ≈ βN/ ln 2 + βN log(uγT(ln 2)/β) = βN log(euγT(ln 2)/β).

(11)

Notice that this solution for T is an increasing function in N . So, the restriction T ≤ 1/(2u) of (5) is
equivalent to the requirement that N ≤ N ∗ for N ∗ computed as the solution of equation (11) with T = 1/(2u).
That is,
N ≤ 1/(2uβ log(e(ln 2)γ/(2β))) = 1/(2uβ log(0.94γ/β).
(12)
Notice that (1 − (1 − u)β ) ≈ uβ is equal to the probability that one of the devices of a given client requests
to start the verification and reservation protocol within the amount of time needed for the transmission of one
atomic piece of data. From (7) and (12) we infer that the log-based scheme can serve many more clients than the
tree-based scheme if β  γ.

D

Appendix: Analysis of a Hybrid Scheme

In order to bound the size of freshness proofs to a constant size in the log-based scheme, we propose a hybrid
solution between the log-based and tree-based scheme. The idea is to move nodes into the tree-based scheme if
they correspond to clients for which the size of a proof of freshness in the log-based scheme gets too large. As
soon as a client reserves a new time value, then the client is moved back to the log-based scheme.
A data structure D in the hybrid solution contains both the log-based data structure as well as the tree-based
data structure:
D = (s[1], T [1], s[2], T [2], . . . , s[t c ], T [tc ]; tc , T 0 ),
where T 0 is a balanced authenticated search tree which not only allows modifications but also insertions and deletions and where (s[1], T [1], s[2], T [2], . . . , s[t c ], T [tc ]; tc ) is exactly the data structure of the log-based scheme
in which each signature s[t] = Sign(sk, H(t||Root[t]||Root 0 )) not only signs the root Root[t] of T [t] but also
another root Root0 . In s[t] the value Root0 represents the root of T 0 at the moment of its appearance at time value
t. In particular, Root0 in s[tc ] is equal to the current value of the root of T 0 .
Let K be some constant which indicates the worst-case allowable number of atomic pieces of data constituting a single proof of freshness. As in the log-based scheme, the update algorithm U (D, I) increments the current
time value and appends to D a new authenticated search tree for I together with a signature of its root. Let t c be
the incremented current time value and let k be the largest integer such that
log N +

tc
X

log #T [t] ≤ K,

t=tc −(k−1)
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(13)

where #T [t] indicates the number of nodes in T [t]. We delete the nodes in T 0 which correspond to clients in I
(these are the clients who reserve time value t c ) and we insert the nodes of T [tc − k] which correspond to clients
for which no node in each of the k trees T [t c ], T [tc − 1], . . ., T [tc − (k − 1)] exists (the size of the proofs of
freshness for these clients gets too large).
A reservation certificate on i is as in the log-based scheme with an additional proof that no node in T 0
corresponds to i. A proof of freshness is as in the log-based scheme where the log is truncated up to the first k
sequences. If the log is truncated, then a proof of freshness of the tree-based scheme based on T 0 is included.
From the definition of k in (13), we conclude that a proof of freshness contains at most K atomic pieces of data.
Performance We use the hybrid scheme together with time-multiplexing with period q. Due to the law of large
numbers, inequality (13) is approximately equivalent to
log(N/q) + k log I ≤ K

(14)

Let W be the expected size of a tree T 0 at any moment. The probability that no device of a given client
requests a reservation for at least k + 1 consecutive scheduled time values is equal to (1 − u) T(k+1) . Hence,
W=

N
(1 − u)T(k+1) .
q

(15)

If W is a small constant, then the performance of the hybrid scheme is dominated by the log-based part of the
scheme. Up to a small constant this will lead to the bound (12) on the total number of clients N . The expected
size W is small if and only if
1
N
k≈
log .
uT
q
Notice that N/q = γ ln 2/β and 1/(uT) ≈ LI in the log based scheme. So, W is small if and only if
k ≈ LI log(γ/β).
See (14), a proof of freshness will contain at most
log(N/q) + K ≥ k log I ≈ (1 + LI log I) log(γ/β)
atomic pieces of data. The expected size of a proof of freshness in the log-based scheme is 1 + LI log I atomic
pieces of data. We conclude that the hybrid scheme allows as many clients as in the log-based scheme while
restricting the worst-case size of a proof of freshness to log(γ/β) times the expected size of a proof of freshness:
Theorem 4 The hybrid scheme with time-multiplexing can serve about as many clients as in the log-based
scheme with the advantage that the worst-case size of a proof of freshness is at most log(u γ /uβ ) times the
expected size of a proof of freshness.
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